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Incidents/Articles of Note:

¢ Cyberattacks from Russia possible after U.S. imposes sanctions

e 2021 Was The Most Prolific Year On Record For Data Breaches

e FBI to form digital currency unit

 Ransomware Targeted 14 of 16 U.S. Critical Infrastructure Sectors in 2021

e Ways To Keep Your Business Data Secure From Cyber Attacks

e Even When Warned, Businesses Ignore Critical Vulnerabilities And Hope For
The Best

e Sandworm Group Deploying New Cyclops Blink Malware

¢ New hacking groups are striking industrial, operational tech targets

¢ NSA Publishes Best Practices for Selecting Cisco Password Types

e FTC Launches Rulemaking to Combat Sharp Spike in Impersonation Fraud
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https://www.helpnetsecurity.com/2022/02/09/2021-sensitive-data-breaches/
https://www.reuters.com/technology/fbi-form-new-digital-currency-unit-justice-dept-taps-new-crypto-czar-2022-02-17/
https://www.securityweek.com/ransomware-targeted-14-16-us-critical-infrastructure-sectors-2021
https://www.hackread.com/ways-to-keep-business-data-secure-cyber-attacks/
https://www.helpnetsecurity.com/2022/02/18/businesses-critical-vulnerabilities/
https://duo.com/decipher/sandworm-group-deploying-new-cyclops-blink-malware#:~:text=The%20new%20malware%20looks%20to,capabilities%20to%20infect%20endpoint%20devices.
https://www.zdnet.com/article/these-new-hacking-groups-are-striking-industrial-operational-tech-targets/
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/2938313/nsa-publishes-best-practices-for-selecting-cisco-password-types/
https://www.ftc.gov/news-events/press-releases/2021/12/ftc-launches-rulemaking-combat-sharp-spike-impersonation-fraud

- Tools and Resources -

CYBER+INFRASTRUCTURE

FEREE CYBERSECURITY

SERVICES AND TOOLS

Resource | DHS CISA

CISA Issues "Shields Up"
Advisory in midst of Russian
Invasion of Ukraine

Every organization in the United States
is at risk from cyber threats that can
disrupt essential services and potentially
result in impacts to public

safety. Over the past year, cyber
incidents have impacted many
companies, non-profits, and other
organizations, large and small, across
multiple sectors of the economy.
Notably, the Russian government has
used cyber as a key component of their
force projection over the last decade,
including previously in Ukraine in the
2015 timeframe. The Russian
government understands that disabling
or destroying critical infrastructure—
including power and communications—
can augment pressure on a country’s
government, military and population and
accelerate their acceding to Russian
objectives.

Resource | DHS CISA

Free Cybersecurity Services
and Tools

As part of our continuing mission to
reduce cybersecurity risk across U.S.
critical infrastructure partners and state,
local, tribal, and territorial governments,
CISA has compiled a list of free
cybersecurity tools and services to help
organizations further advance their
security capabilities. This living
repository includes cybersecurity
services provided by CISA, widely used
open source tools, and free tools and
services offered by private and public
sector organizations across the
cybersecurity community. CISA will
implement a process for organizations
to submit additional free tools and
services for inclusion on this list in the
future.

This is an open-source product. Redistribution is encouraged.


https://www.cisa.gov/shields-up
https://www.cisa.gov/free-cybersecurity-services-and-tools
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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